
 

 

 

ZL UA API Comparison 

Services API and REST API 
Last Updated: February 6, 2024 
Document Revision 1.0 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Copyright © 2024 ZL Technologies, Inc. 

All rights reserved. 

ZL Technologies, Inc. (ZLTI, formerly known as “ZipLip”) and its licensors retain all ownership rights to the 
software programs offered by ZLTI (referred to herein as “Software”) and related documentation. Use of the 
Software and related documentation is governed by the license agreement accompanying the Software and 
applicable copyright law. 

Your right to copy this documentation is limited by copyright law. Making unauthorized copies, adaptations, or 
compilation works is prohibited and constitutes a punishable violation of the law. ZLTI may revise this 
documentation occasionally without notice. 

Disclaimer 

THIS DOCUMENTATION IS PROVIDED “AS IS” WITHOUT WARRANTY OF ANY KIND. IN NO EVENT SHALL ZLTI BE 
LIABLE FOR INDIRECT, SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND ARISING FROM ANY 
ERROR IN THIS DOCUMENTATION, INCLUDING WITHOUT LIMITATION ANY LOSS OR INTERRUPTION OF BUSINESS, 
REVENUE, USE, OR DATA. 

Other product and company names appearing in ZLTI products and materials are used for identification purposes 
only and may be trademarks or registered trademarks of their respective companies. Registered and 
unregistered trademarks used in any ZLTI products and materials are the exclusive property of their respective 
owners. 



Table of Contents 

Introduction ............................................................................................................................................ 1 

ZL UA Services API ................................................................................................................................... 1 

Authorization ...................................................................................................................................... 1 

IConnectorInfo ................................................................................................................................ 1 

Services API Examples ......................................................................................................................... 2 

REST API .................................................................................................................................................. 2 

Advantages of Using ZL UA’s REST API over its Services APIs ............................................................. 2 

Authorization in the REST API ............................................................................................................. 3 

REST API Java Client Examples ............................................................................................................ 4 

Example 1 - GET Operation: Getting File Server Information ......................................................... 4 

Example 2 - Post Operation: Creating File Server ........................................................................... 4 

REST API Using Swagger Client ............................................................................................................ 5 

Example 1 - GET Operation: Getting File Server Information ......................................................... 6 

Example 2 – POST Operation: Creating File Server ......................................................................... 7 

REST API Using Postman ..................................................................................................................... 8 

 



ZL UA API Comparison  
Services API and REST API 

 

© 2024 ZL Technologies, Inc. All rights reserved. Page 1 

Various products and service names referred herein may be trademarks of ZL Technologies 

Inc. All other products and service names mentioned may be trademarks of their respective 

owners. 

 

Introduction 

This document provides details on the ZL Unified Archive’s (UA) API offerings: the Services API 

and the REST API. It includes the following sections: 

• ZL UA Services API: This section provides background information on how the Services 

API works, including authorization details and example code. 

• REST API: This section describes the advantages the REST API provides over the 

Services API. It also includes background information on how the REST API works, 

including authorization details and example code. 

ZL UA Services API 

The ZL UA (Unified Archive) presently uses the Services API. The Services API works with Java 
and C# only. For executing services, you need ZLServices and zlthin-common two 
solutions/jars. 

This section provides background details on the Services API.  

Authorization 

IConnectorInfo 

IConnectorInfo is the basic object that is needed for all the Services API calls. This object 
provides network connectivity to the ZL server, as well as user authentication based on the 
certificate issued by the ZL server. An instance of this object can be created by using this line: 

 
Figure 1: IConnectorInfo 

In this line: 

• stUrl is the URL of the ZL server as explained above 

• stCertFile is the ZL server issued certificate file 

• stCertPwd is the password used to encrypt the certificate. 

After making an instance of this IConnectorInfo, you can call the Services API by passing all the 
required parameters to the method along with the IConnectorInfo instance. 
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Services API Examples 

This example obtains user information using a user ID. 

 

Figure 2: Getting User Information Using User ID 

This example creates a file server. 

 

Figure 3: Creating a File Server 

REST API 

REST APIs provides a straightforward, scalable, and flexible way to enable communication 
between different components of a software system, making them a popular choice for building 
modern web services and applications. 

Advantages of Using ZL UA’s REST API over its Services APIs 

In ZL UA, the REST API includes the following advantages over the Services API: 

• The Services API uses IConnectorInfo for authentication. This is tightly connected to the 
ZL code base and is needed for all Services API calls. REST API uses bearer tokens for 
authentication. Once authenticated, you can make any REST API call using an HTTP 
request. 

• REST APIs are simple and easy to understand. This simplicity contributes to better 
scalability and ease of maintenance. Standard HTTP methods like GET and POST make 
it easy for clients to understand and interact with APIs. 

• REST API responses are generally provided in JSON format, which is easy to 
understand and integrate into applications. JSON supports most programming languages 
and facilitates straightforward parsing. 

• Updates to the Services API are limited, but REST API can be easily upgraded. 

• REST API supports writing the client in different languages, whereas the Services API 
only supports writing the client in Java and C#. 

You can call ZL UA’s REST API in several ways, and you can write your own client or use 
existing tools like Postman and Swagger. Examples are provided in the following sections. 
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Authorization in the REST API 

Before making any REST API call, you need to authenticate the application using ZL bearer 
tokens. You need to send the bearer token in the headers along with the requested URL to the 
REST API.  

To get the ZL bearer token, you need to call the getToken API. You need to pass three 
parameters in this API.  

1. certificateBody: ZL server issued certificate file body. 

2. Password: the password used to encrypt the certificate. 

3. tenantId: Tenant id of the ZL server. 

A client code example for calling the getToken API is shown below. In this example: 

• stCertFile is the ZL server issued certificate file. 

• stPassword is the password used to encrypt the certificate.  

• idTenant is the tenant id of the ZL server. 

 

Figure 4: getTokenAPI 

You will get the bearer token after calling this API, and you can send this token in headers to 
authenticate the REST API calls.  
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REST API Java Client Examples 

Figures 5 and 6 show examples of REST API client implementations. 

Example 1 - GET Operation: Getting File Server Information 

 
Figure 5: Getting File Server Information 

Example 2 - Post Operation: Creating File Server 

In this example, a client is created and a target URL is build. The request includes ZL bearer 
tokens in the headers which will hit the ZL API. 

 
Figure 6: Creating File Server 
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REST API Using Swagger Client 

This section shows examples of using the REST API with a Swagger client. Before using the 
REST API in Swagger, you must authenticate using the consumer’s certificate, password and 
tenant identification. After authenticating, a token will be generated. You will need to authorize in 
swagger using that token. This is shown below. 

 

Figure 7: Authentication 
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Example 1 - GET Operation: Getting File Server Information 

 

Figure 8: Getting File Sever Information 
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Example 2 – POST Operation: Creating File Server 

 

Figure 9: Creating File Server 
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REST API Using Postman 

REST API calls are authorized using ZL bearer tokens which are sent in the bearer token field in 
the postman along with the HTTP request. This is shown below. 

 

Figure 10: Example 1 - GET operation: Getting File Server Information 

 

Figure 11: Example 2 – POST Operation: Creating File Server 


